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titTA't no:ltfietnoivrnnr uavqr.ln:ni MobiLe Device r'orrru los uac Android arruhJ:un:l
Web Browser tri'

d) a1il1:fl ua0rala nr:6'rr nr:ua'nam:ldyr-ufi
U

u) aur:nritauonerud'otnr:rdord'uriounr:rrirdnur (prerequisite) rolrrsiav
vovvvgattol

Yanq9l: [u:uFlUuaflq9l: :vFlUl4tuo uav:vrlunon::lrjou rsiu nr:firuuornrudnuuuuoln non::u
I v 4 qyyd y r ariouvfir rfr oIr[{riuuaur:nr{riril fi o n::lrsiotrltrf

U

s,r) a u r : n riryu er : c u u r? a 1 vr' o r5y r nl#r{r ri u u'lur,ta-n 
6 

m :16'
\ v y a a Ay 4 G v d uud) :0{:un'r:a:1{?{1r:uuyln0{iln1:01.{:Join1:rt115uu[a

\s,U

6() a r I r : n a l'tio u. a n 1 : I d{ tn' o u ( Notifi cation) o 1 n : u u utviln-u r.r'r:' a utfr
d a ,j ' ! a q o 

t, 
o o i - g 

"---n

rfioijnr:urJa'uuuila{ t'tiu unhnitrriuu ud'rrsl-oufron::uyrocrfrof,urJruulr EmaiI uBodown6ul td'

oo) firi'rcioofiil:ruuuuooulari (Forum) rau oauillu6r6nr:0fi nei (r-mair.) rato
! .i tlya t u q u

tJo{yr1{0u L?rlo 9l0nur't1 u Luudnan:- - - ''--'--ri-'-

o o ) a t r r : n ri1 y u n sir u r u liri u u a r a otu rr si a v il a'n a n :16'UUIt,

ob) arur:nrir{riuurir rSonr:fi nur udroonor nya-n4n:tri

i\t (<
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b.to.sn svuunr:airlna'luuuuoaouttasnl:il:sduelanr:riuu larufi qrualffi odrlriou 6'ld
o) a 1 lJ't : n a f 1.i uu u vl n a o ulu 1 rJ u u u rru u yt o a o u n' o u L:' u u (pre-Test)

Ud
ttuuuoaouua"ltiuu (Post Test) uavLtuuvreaou:su'irrriuu (Quiz) td'u"'luuutrinsuuuuavtllvi
nuuuu

te) aut:outtilnl:ilnaouoontfluuaru section uavrirrauofl#uarx Section uio
tllY o u :rio t4yt y 4 t sU

ttu uil o a ou Ln n 1 u a 1 a u u n 1 uu n [? a ? { uu r y50 ua n r al Lrr

en) 4 1 il 1 : n a il r n a'r uuu u n a out d'uu uhi dr rin iir u ? u tta v a l rJ r : n rirtrjt,fl rfl u
Lruuunerounarltri

d) a'lil1:oail{Ltuuvoetoutduaruuuu rtju uuuuarum-rr6on (Mul.tipte Choice)

ttuutsl-tJliol'jrl rruu6'u4'(Matching) ttuun-r16onrrr'ur (Singte Choice) rfiutituna'luuuyroaoutd
d) aut:nn-o nv uuuo r n #o eiru r6u roo ld"jr {Guuldn s uuuvrsryrJn ryirtui
b) a1 lJ 1 : n tt6 o r r.r a n r : ri u uTo u ri u r cir n'u n, uuu n u d o{o r n r :tri
cr) 41il1:0:'ru'rrufirrrornrurr#orrrfi rfi nornrrriayfi on::rtorriGaut6'
a) 41il1:0aa'urion'rnrl uacrirnoutd'

x) a u r : n rir uu er : v u c r? a 1 fi a u r :01{tu n r :rir uuu vr or a ouki
oo) a r I t : o ua a { ru a n 1 : dr uu u m n a o ulri{ri u u m : r utriyr-u yr' rfi u : r u rio rai o

vdrornnr:liruuuynaouururYluruiloaou 
t

o o) a r u r : n rir u u o rn ruryin r : il r uva"n a n : ua v o o ntu u : v n r n fi u fn : H' o r.i r u r n rur{U

i,rtritauntfld'

b.b. d : su u a fiu auun r : ri u u Io ufi n ru a:r ffi o d r r rio u 6'rdri

o) {riauarlr:nttJaJuuut larrioryaeiruu,nnaro{erurorkinaooraar ry,t'onrr:.,

Uaonn-u r,riu E-mail. Password uavaur:ndlnr:f,6u:rlatrjril r-mait vr"arin:tfld

te) au r:nu-ufr fl an 1uv fl 1: Guut or{ri uu rfi orirtrjt{n-u s'ouhtoruvr riuu du 1
siotdtd'

sn) atlr:nu-ufr n L[au udn{nrn:u fi o n::u rirr 1 ror{riuutd' rdu nl:armc rfi uu
lurytqUtyo
t:uuranfl0l:n1{ 6l nr:tclr:::Jilon::il nr:trir:ruu-o{auilu1 nr:n'ruuuyra6ou anrusnr:tiuu
J slyo d

tyro ltn ort1rt,.lan1:r:uu tu:rjuuu Dashboard
U

r /d q r v yd) {ri uuarur:nfi n rio {q ua :suuo 1nuf1oofi rit,runtfl 6'
Y-v

b.te. d :u u u n r : o-n n r : rfi o ur tta c{o ila Io u fi n ru au ffi o d r t rio u d'r flUt

o) a,tltt:00-onr:tUei (Media) rj:cmyleirl 1 r,tiu ronar: grJnrn rf,ul y6orn'To

Iouaur:ntdu autltri rur.hral:nra{ categories laiurin (tag) riqnq unl rortlleivr'rfurfi{:vuu uau

#oti"'{u4u,fiutm-ttortvleild rtu Caption Description lrt r,r'rfi"arlr:o:oriutlkivrtn'ur:raqa .doc

.docx .pdf jpg .Sif .Mpeg< Lrau .AVt tdrfluodrlriou

te) atil1:no-nnr:rarirtorrdour (Page) rdu rfir uritt au Lracllaa{ page td uav

a u r : n rd o rI u r 6 r r{ ( [i n 0 tv{n-u e a g e lil u-r rdo ra r fi r fi u : {o r rir- u rfi rtd'
en) aur:06'onr:uvrn?1u (post) niu rdl Hilsl au uaor njruurora{ (categories)

riruunufin ffas) tfiotfiuil:vf,rBnrvrnrvrlunr:duil1 rava1il1:nuao{?-u L?arro{ post td
d) :vuu Page uav Post arut:n:oliunr:rruutv'kiyr'lr'urrJ61a .doc .docx .xts

4-\\
.:- 5->-J '-=\^---^i
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.xl.sx .pdf .ppt .pptx raiogUnrvriifiuuaqa jpg .png .gif td'riJuodrlriau

e) :vuu Page uav Post alur:orirvuoiluloqlorgilnrvr (Picture Dimension)

nrrrn{rr n? 1}r u1? turdorar rfi o uaqrr rrufii rSutroitd

u) aur:nriruuonl:$ao{ata Post a'rAn Post uoor-l'un turarirur:ntd :rlfil
aur:nriruun Post raio Page yr-osuaonturarirrr:nt6' 

I

b.b. b : su u n r : f, u 6'u In er fi q rualu5 o dr ltio u d'.: d
o) duurlnun:.lo'',n,r'rr., uav{o4ar.ir':a.,:dfivr-oruntd' {simpte search)

b) aur:nduur'il04a (ravrrcfirufifio) nruluronar:lqrJuuutrldfi:suu:oriuld
rriu .pdf .doc .xts lrav .xtsx

sn) aur:nduur rujouro r nu'rrior oluy n.: u (post) tri
d) aur:nriuurrio4aorn Categories t6'

d) aur:nd'uurri'rrio raiorioqaornufin ffag) td
u) arur:nduurrio4anudo{airrrio4a rdu {aix eost

cr) aur:od'uur{olalnu:vrorn iu rrar toi

a) arur:nduur{04ail:vmy Media orn Categories uio Tag t6'

b.te. G'rl :uU U n 1 : o o fl :1 U{ r u Tn afi q rua lri6 o d r I rio u d'ld
\.9o) {qua:vuua1il1:noofl :1 urrurJ:vsirirr U:vqilua-n4m : :r alrunr:ri uuto{

U
.Yd d vd a q 4 v d

{tiuu anrusnr:tiuutol{rBuulu:ruirr u5o:rurrunr:nirr5uuafurfu (Futt Report)td
te) a1:J1:nlrantafifinr:t{rtdrru:ruit',nuor'ou',or:dflaou uavririuu lnorr.',

rJ:vrraruaotul riotrJ 
u s

en) 41il1:floon:ru.irunr:a'{'i1ur1{nl:i':rfion::lrirl l tol{riuulu:ruit.rtd
ttiu nr:drnr:fru nr:nourirnru nr:airufion::urirr 1

d) a1il1:nuanlrj:vffinr:Gauld'

d) {rB a u rra s {. q ua :vuu a1 il r : nfi il ritj : s isl- n r : ri u u rfl u :r a m u : r u u n n ald'g UU -

b.te.d:suuu,lutrt-lrittto{ (Sitemap) Tnun'qruaruGodrlriou a1il1:0uaola'rriuruunTl

riutso{ trj al rdorar ei:urirr 1 u or rSutr ci uas riruuorrou urn nl : rarn aratd

b.b. 6( :vu uuiu r :6'o n r : r't1 il a o u ( FAe) Irr u fi q ruau ffi o d r flio rJ o\ fi
o) aur:nairr au udh urrou{torrirnrubi
to ) a r u r : o ri u r dr cr-u u u r o u il u a-n ua c il u r n u il d o uteigt

en) aur:nau riru uri'tr n"rnurirr 1td
<) aur:ndourfrnulnuhid'orau Tarurirnrufiqnniouovtilqnuanrlriuf;uyrturi.r

uan{:1un1:rirnru

a) aur:o rBu no :r u nr :rir nutuuur orar.jrir I 1 tri'

u) aur:nriuurn'rnru rirnou td'nruuurouil u-rto rd.r''' finril fig|ou!UU

s'rt) l':vuuttaorn-togtrnr:vrurftonar: airaiunr:#rfir.,r{oonyrrrniorfi:rr(
Iou{[drrurtrtrJ

{ a a o rly t y .iutvv vud) 61lJ1:nta0nflililn1ft1rJ [fl at1u14u10oli [n5unr:oonuuu [i
b.to. o o r v u u u3u r : 6'n n r :41dua vf, vrdn r :t{r r u In u fi q rual rifi o ei r fiio rr er-r d

AL = A=--]
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3 o a r j u ud
nfl n ::il 9t 0u n10''ltJ [m v n n n 0a 0a1 : flu al [iuu

U

tunr:rirfion::r
b) 41{arlr:nurilt{o4adugruuowurortd'
,n) :oriunr:6urarryl{rrunur$outtt6'

b) a1il1ifln:?oaouU:sr-finr:ldrrurorr.i.l{.:rutei ,rur'0d",r.,:nuanxryl{rru
ir.tu
vt ooutario duu:cuu ru n arfl o quiu uau:uu r{Jurirr rr arki

" 
o.". r, :vu u o'o n r : eir u ra3u (p l.u g i n s) In a fi q rua I rio^ o ej r.: rio u d'l d

o) tfi I tfi I nru arur:nfi tnutririu :vuut6'rir u a'ru ra3:r (p tu gi ns)

to) rfil u6oan ptugins td'

en) o'vrlraao pl.ugins olnntuuontd'

d) riJn yioilnnr:rirlruror ptugins td
. _u_ y a !r-_ - - 4- ulv a 4, -b.sn or-ourvlSolnon"{:suuvtt{suuruu{lriu5nr:rnSolnolvr-rrnoirrilr.iruuuu Ctoud Service

o lll rU , at a

'l"rueuhirioun'ir tE tniol uio to VirtuaL Machine UM):ruavr6uornunruatu5firirrauor Iouoy6'ol
qV v tlY y v o ti ty Ioonuuu n4:o{:ufl !tJ{1uy{:otJ flu siru:u luuo unir ao nuU

b.sn.o {iu6'xa'rarilvt'o-pr141uaviuar-ntau rirl{o ruto,rnr:lduinr:rniornorvrrrmoi
uilriruuurjtfuinr.: Cl.oud Service ttl::rnrtri'uinr::-uardoqa (Data Transfer) rflu:crrc[?a1
I-f-Y^----t- o, u {, tyo y t y v u u \euJu0un?1 o U uuel{L[9lry:U01{A{iloulrun:udrumrud'rgrg1ttaunilsn::iln1:et:?0:"ur(aq16'm:roiu

d v y s d oo{ ty , - !
{1U[:UU:oUUA? LAUilnruAilUrl tiluounfl rI{u

o) 4lfru3nr: CLoud SeMce rflu{1v{u3m:1uJ:vmn rnvfiqutiriqaoglurJ:vlrnlvru

re) rfi1rfu i n r : o c rio rl#u i n r : u u 4 u ritio q a vr'toi:-u u r n :g r u tsobe,o o o
6'ru CLoud lnfrastructure Service uio Cotocation Service r,tioo'n'jrodrlfiou u qud{o4a;ilutrl

,) {lri'uint :ovd'or'L#uinr:uu4uti{oqavrld'iuur n:i1u TtE R sn 01 a U pti me
lnstitute vtJltudrulrurirunr:oonttuu (Design Documents) uasd'runr:noairl (Constructed

Facitity)

d) 4}i'uinr:ov6'ot1#uinr:uuqudrioryavrl6'iur.,,rm:oru pct DSS

d) fi d o.:d'rgrgrrudurotoitfi mlunr:16 orri o n-u rn6 or norfi ': wroirujc.i r uuu:vuu nal?d
Tnutofl'tsiiruYuln:rnr:dlrjrioun'ir do Mbps uavtriiirn-ndBrrrunr:Yudrrioqaurrrntoriru

i,,

b) tt- Pubtic lP Address ou'r{u'ou Ie lP Address ?l''a1:Jr:ntdrldlru
J o a tt 1 \9

[n:0{ noilT{? Lrl0:tLlttj1 u lail0u Lfl {1 nfl 1 uu0fl

a Ul ,4Y t Wly t4y t y t \Uo) :o.::un1:Lv{}J au un[r4[t.11u uauna]J4ltlrutol:vuulrioaruiou a ndil16'uri

- {q ua :v u u (nom in) r'uriryrt rl, i'o * u urir q r fnur rir rauo, n r r?, 6'u

riruuor f, vrBn r :rfl u fraou urittfl anartviurifiaou ua vfrGuuu o ri --- 'n- - -'-
- {aou (Teacher) fi rarirvrt ufi uuuaeil{oXa rfi lfi on:::r'L#nvuuuet:?oaou

- {riau (student) fi rarirvrt r{r fi nutnaci r{oq a ua vr{r fi o n::r nu rulu n1T6 ou
- {rd uutl (G uest) a u r :n uir ri a ut6'rayr r virlytoq rg r gl ua v q ndr rio a vrd

d) au r : n rir uu n f, vrdn r : r,tirt{r 1u:u uu rr 1 :J n ei u fflrir ruld'
d) 6'oIfi:vuu:-nurneruilaonfiu Inrat{do4lti rmv:ra'ar.,iru :rufta.',1.,,',:odori..r

urj aJ u u : ra'a ai r ut6' In a ril{r r u

#\t iI ,+ s"*-l
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6,J) rj}ilru:vuudtlt:no"ont: Network nrr 1 td'rrri Firewatl poticy, NAT,

Load Batance, Routing , Site-to-Site VPN uas SSL Vpru triri:ud'rrarrirur5u

a) fi :suu SSL vPN rfi olri'f,n ura ivuua 1il 1 :nuiur :ir'o nr: rniol n our,l'r rn o it' t'
rr 4 ut 4 I IF )qlV U o t\VVttuiJ''lut6tJouLo0lnnluuonrnSorlu [0r[nu4t.[lru:vuusrolarur:nriruuorrirlddrum".:ror

c<) :vuu Firewa tL u os {tdl ru o s 6'ortfl{:: u rYu {tdu:- n r : o'u I (Dedicated

Firewatt)

oo) : su u n a 1? dm"o I vir n r : a"r : o t tiou a rn i o r n ou n' r tn o i rru n r u ta il' o uvtu

fi'ltnioluuu snapshot siru?uodrrtios'r-uav o n:s{uuuo-nIun-o rracrdudolat{odrrfiou eno r0UI

uouila{

oo) :vuunar:dfinr:eirrioryahJrir site dr:oruavrfiurio4afi sit" dr:or e'l ro
?- u f o I v "1v!, , ois { r 1uouila{ Lnua'lrJ']:nn1uu9l:uuuL?a1n.'t:a{to{at0rlluoilnt':t:Jl hJouillIn 1 iu

ob) :uuunal?derlrJ1:0ui14r:o'nnr:m-rrniorrr:itrural'outsirrri rflnrniar
q,Au
ilotnSol airl au uav[y{-tJvriv{urn: vcPU Memory t#rYurntoruridrarafioufir:rdornr:tdairuriu

osn) :uuu6'o{a1lr:nkilrutflutear todxe'rt uau :J- sLA otlyl' 6(c(.c(% lnuurn
asffifl SLA d'olfinr:tnt{ritjiurfluriru':u do% ro{:lnrvrrrdrl{uinr::rar6ouufluodrltiou

od) :suun a1?dau r:nt{r ruyriyr u r n:eir.: 1 toi6'ld

- 41il1:0afi $ltri? ud:sil?a,.ra lail' ou (Virtua t cpu) trY,firuru:trtil rio u n.i r
d core uavt#uinr:rY:uvniruil:sil?ar{ana1{fifiqrualrifi lntel Xeon Gotd rfio od-core raion'n.ir

- au r :nl{rruuila anrtr si{riiiruru:.utilrio a n.ir ou G B

- l' duvr'tu n r :o-n rfr u do r,r, a :r lh rio u n ?' 1 o TB uu utu gil rru u Hyper-

converged lnfrastructure

- d'orrir nr: utiwinur n: lfl urni ornolfi r rn oiuririr u rafi ou (vM) siluau
J

te tn50{

od) :uuun al?dtJ'nl ioon:1 u{ runr :1{lru4 n 1 rdoulrr u dfiIuffi erifi

- :1un1:nr:1{lruciryiuuriav VM rj:cnou6'ru Cpu utitization, Memory

utitization, lO Bandwidth uau Network utitization

- :1u{lunruauu5usiav VirtuaI Machine (VU) loirrri vCpU, Memory uav

Disk Capacity

b.en.b {iu6'ru'rarirvtJdour uaviuru-otourirtdoruroraydnr:'Ld:vuurJornlunr:Iorn'
il:vtnu Matware uav APT d'ruflrgrgrrJ:vn'uf (A) siruru o a^md rflu:cuvr:arlurioun:r . tl
-u-.-&-..-:^v9- y- | u u .-..---^^ - v u uiy u d v yuUFl{u0lry:U01{6{tJ0U{1un:un?u0tllJiiruruluavnfuun::!n1:m:rofuvrJaqlo'n:roiullur:uU:oUtta?

f d .A{ t, , u !
tourJqfua:Jurl Liluoun?1 9{,iU

o) a1l.l1:nyi1n'',tr-rdlotdoruturniornoryr':rmoiurinrarau'ou (vM) yr'td

:vuurJfl-u"n-n1: Microsoft Windows Server boolo uas teoob arur:nst'o#{uurnSolurir.iruml'ou
(VM) siruruhlriounrr te vM vt'td:vuutJn-u-or-nr: Microsoft windows ro ld'siru?utlrioun?'r

Jq--iv
d rn:0'i Lrauilarailflonrl0{n1ilnflil8J'tu

Ie) au r: nsl- n rila luu tni ol n o:r tia rm o fl n ulffh'kilu gil uu uu ol t nstattation

Executabte dfisurordnuurortilrfiu gr,oMB

"T\ z a=) .=**-)
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6n) ldraurunrrlol (Memory) torrniornorri:rmoiriaun'ir odo MB uas
uYt'turn:toluilruil:vttraruanarr(CPU) rioun'iriouas to radlornu'rnr: Fuu. scan raSo#u

d) : o I :-u n r :vr'r I r u:: I riu rYutov'l sr'ur iuuu vr' tfi u t il ttu u tJ o I End point
.J

Security Sotution fi yrrlol r{n:fi o qjud':

a) :ol:nnr:flolrYun-uqnntr Matware rirrl uuu Reat-Time td Tnutrisirrflu
fiovd'odnr:dnrny Signature ln 1 rft#u

u) ar t r : nfl ol fiu n-u q n nr l rlq n :, n rrir l rtu grJ rru u t o rtr^kivrt u a r n u a r u"[u

;tJttuutol Executabte Fites, PDFs, h{ei.:rutor Microsoft Office Fites, Archive Fites td
6'r) arur:ndrn1:sl:?oaouodrlrdlgrJrruu (Futl. scan) turi'llya'rornnr:onn'l

(lnstatl.ation) rfioviosifioa'uuavuunuusTrJ:un:ril:varrifrurir.: 1 (Mal.ware) vr"oroovfioqrJurnior
^ 

d,

no:JTr?t910:[91

a) a 1 il 1 : u uu n I u s n-u n fl n 1 il a ? u ]J''r ntpr" Ior u e s 0-o rr5 u 1 rJ uu u Deep

C [a ssifi catio n Io util dr rfl ud'or ail rio4 a ri ohfrYu enrd pa rty
r H-J^-.-.=----'^-^-----r- !d va t y v t t ,!6() rJa?uu:141:0fln1Ta?UnAN li:Jq6UAlild'OUrl{OUn'lrioltju

- a 1 il 1 : n : o r iu n r : r{rtsir r u ii r uurir 15 u ru : r {rs o fl d
- 41il1:0:oliunr:rirulauruuillrrunnrltttr{untd' (croup pol.icy)

oo) :o{5"u Rote Based Administration (RBA) arilltnyro'0srf, ntolmrl'[u
- "7 e aee Y

nr:uiur:{umounr:trirn-lld'ornuarudu (Level. of Access) sr-tourlrtu Master Administrator,
Administrator, Read Onty uav lT Administrator t6'

oo) aur:n:oliunr:onmslrruu Mul.tipl.e pol.icy

otg) 41il1:n:0.::"unt:uiln1:ttuu Group Inuo-n uun Devices fl1tJ poLicy
)v \ e
mn0{n1:La

oen) arur:n:ol:ntunr:lirnr: whitel.ist tortv'laisirl 1 td Inunr:tdrir uash,

Certif icater,tiot{sf ruuridrr'luolhftirijum-:rirraunkY

od) 41il1:0:o{:-u1unr:rir nr: Btacklist tolly,kirix 1 td Iounr:tririr Hash

r o rtv'l ei rfl u n-r rir y u n

od) aur:nt{T fi {:1 u{1un1:i tn:rvrinaq nr:nisorriu q nn rurir 1 fi fi nr: u6'r 16 ou
ddrr

u5ol-nr:dl l.iru Management Consote t6'

ob) 61tJ1:rt:o{iu nr:il:valu.rruTo EJ nr::ru::tdorya rfu:vuu ufrudorya
a'?una1{ (Sysl.og Server) uav:uuudf u-r'n1:tor SIEM (Security lnformation and Event
Management) ld'Inunr:?irrrrtfra.u'',roriruvronrio4alrin-uh]:Innoailalu grJrruurriu (uDp, TCp
uav TLS over TCp) uavalrJl:0:oliunr:lr'rlrunav:ilrruu ?Io{ Sysl.og Format tugrjuuutol LEEF,

RFCddbd L[av NXl.og r,fr'onr:lirrruialriut6' 
u

ocr) aur:nalrioryatnrorirnl:er:?{erourraqnT:niraio Event uoruxr6'rrafr,fr'
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