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- fi .orwardinq ra-elridaur:r ra vpps

- u Lorwa'dtnq ba.rdwtd'h lt Ldu''ll'l J/ Lbp(

- fiv ':on':rrr'r DRAM odrl au 128 MB

- ia{;un1in'r:)i'r Routlng Protocol Static , OSPF uav EIGRP'[d

- :alilnr:dr Pv4 t[a! lPv6ld

- a u :nfrqii'ruu Rac" rg tri
4.5 aruvnidxuqfrnlnrilfnlrinurn:ir!r01arrfl 1 12, rirfinniflurn-'d1!rorarrer t

"i-zd11J'l (a lL".U'lltU l tvt) .!d"''il lL,d rt14 rlni llflt 'ni1J U r,'161 (vi:ti }]v' )0.l1tvur-'l rll!,111J1.J re

nxl:.r5x 20 Mbps. lirxx! tq r{a: Iqa6'o r'ldiaerr{lrra'u1aud'llrun r tr'ber optc) uavfiorfioder

s!n)-o: NTU rLlru swtch frar r:ouivr:{flnr:16leruinoinlrlrlofln'ir zq roiqrhirioar-ir tq lel

4.6 1#!inriq!n5oid!vr#xfl'r.i (Route, fiod.ifidxxfinrnairrjnvYvrrn:irr:rorartqr
'.."91I2, d1Lrvriv{L rn:u rU'r0161.flF I drllr1(dru[[rn[trltvx.r) [[6rsr.]rU6,rufl 1,:ufl5l'rU^n:i ru'rq'6l

(fli!:Trun) dru?u to qo iqruarr-fiodtrioao"lfi
a ..la- ntuoun:full!tn:.ia:rnrt!u Modutar Chassis t[6silioi (Stot) ;irvir}iiroa

hiriarn-ir z dar

, fin1rrarrr:n1unr:d.:,.i1xdo:.ra (Fast switchrng) tiiaunir 75,ooo pps

- fiv 'rsmrl.rliru1r1] FLash Memory od1{dou 32 MB llasfl1r]'r:0ru1u1rifi{ 128 MB

- fiy 'runrurir DRAM odr.i#ou 128 MB

- fifldir li.rer'lel 10,/1OO LLU tu qs oti rrlot z noiy

- :ar:nnr:nr:lir Routing ProtocoL Static , OSPF , E GRP rrau BGP td
- :or:"unr:lir lPv4 uas tPv616'

-!,aur:nfiedrtL Rack 19" toi

47 I'dl&Fll"ttlnr:Ei' n, (CJrton er Cdre) ltd!FUU NM. (Nal\\ort Mandoe-ner I

t,.Lenre, Fr.iou ruf :nrvrrJvrun:v: ouirlunalo taud ruuc darfi ;'glroorfr T rr-ro:yarrr:r
n':uqrnuaxo:'[d o'ruqior]n,nj tttu (ltetwork Terminal Unit) rtL]u Switch ra.rfr"(rilinr:fi60fr.1 ru

-i
4uri rrn lula0a ri aurvrnflinu r n:dru rq r a 6larln:oj llu (Network Terminal t]ntt) r[!t] Swtch

r-3
ro{rllfil]irr:frfr0s]-.i ru dxxffrrroair{nyri}ru'rnid'r!'rorarr0r 1-12, ?ilfiayirurn:dr!rqrarlF 1

;irr|l (riruuunrfi allvrl) uavn:rvrinarn:rirurora (r:u)-trvn)

r rrolir lolnj JEz- !rrir!f55!mr 2. rl,ulrrrlr arrrrflr yryl nirlrnr5

J. 'f0,r'nt .:raEr5 r:-./
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4I d'ori:culrrivr:tniad'ru (Network Management System) lnutih web base

Applicatlon rial User Name ttn3 Password rfiohivrrrgur]rnnlulaEar:a!tr4nnirurn:rirurqra
, -iA',tul:nn:?oAo!Ao'luvfl "l.!.1 lai?!n: onu

- a'] :fl 0:")i6n1!r1janx{a5r?ax.la:

sr:rnaou!irr{unr:1{!ruta.:uoiae'r.!o: (Bandwidth Utilization)

- qr::naotnrurirlunr:ird n a rrnr r rrld (TnroughpLrts) luraiorirrld
- n1:uao!aa:ru.i'rulirrunr:'ld'$ulv: uru Web Appticatlon alrt:orEano

iararirwlrnEotru6urooirin lli1tliirioan tufr praoa zq {rfu r

' oriaradauraa'{ritrlfioan'ir a r6ou:vurJo.ina11a'l!'lifl$ufl,,
49 vrnrrr:dadrururruroin:!n:"r,rutn:dtutoialdrr!otirin:r"fldo.i fioitt{irvqrt"ol]ar

."" ")" - i
fl!na'l'l.ll1.r SMS tv.{'lvL r14n:lYl1$L'lnlU lL 1o'14111'lYlLvl ..1Y, llL!n1:q:)ndat$Ac$nlt
r'iaiio.fia:1fiaa'luan ru'[t.rrr,1d'6sr rr ni fl]ulu 4 drlurfu!.Fr.xd rfitri;uLir

4 1o fio{fi:v!ufl:rnaor nr:t-odo:tolr: l:f,oa'o rurru r.luvrir 15rttds o rfl#rinr:rro--
dofizururru riolruir uRL username rras Password tunr:rdro:raaor'hin-rn:r'r v:rr

5. riadrvuonr':uiulio"qnr'r nr:inutnttrdaoofisuurn6orirsar:aurmn
..'.!-"

51a.dLotlnt9toliol4'td!rr:&.1'I011]vi"1111rt'16MlddonLlv'rtlt!!tnldt'Ltdl
n:rnirotn:ritutora ii'ru:u 2 rnEar niourirnr:oonuruuavfrofrr::rrrfial#rrruraSorhoinrrn

- , , -tr}]UntUrlOOni IOLa!n:0lrlntuAnUtur.A l: 111llvlnLflaUIl!dLOlL

rfluqrln:niurt] Apptiance,rn"riaanIi.]t]!fl ariivui inuro':rrrlaanl"ata.r

tnSorirurlu Next Generatlon FirewaLI

- arlr:n!:vrnoi'tdrrua'rvirinrrnrr! aoqn-rtorn-r:doar:dara:cuir{roiadru

nlulullacnlutanlou['8u]nlularlrulr StatefutL Packet lnspectlon u.au Deep Packet lnspection
i - i i " !i
Yrd:.111L.110y tyu rvro:lnntJArn)!fllr Aopti.ation, u(e llds ( onla_l [oL.u r:

- i Network tnterface $-nr 1 Gb71 GbE 5FP/10 GbE SFP+:r!fll1ri,:y!q n'rrr!
hiiaanir r6 ports

i Consoie Port riurul:jrioun'ir t ports
, .J. . -0LJtI[yll.] '[AU.]nveO1]r rlU:![[L1 'l'l:y'l rL.LLt HA y)lAllUn]:yl'll'lLlluU

Active/Passive uav Active/A.tlve riluoth$iou

' irl:cinBnT rhnr:1i'r.r'luur-ru Firewall fi Throughput llliosfir 12 Gbps

fir.l:cf,11Bnr 1unr:ri'r.i'rurLUr Apptication lnspection Throuqhput trhioan'jr

4.s Gbps

' atu:nor:ltaaln-aqnnlrri'r.i: (Anti matware) lfiyrs.i lnbouncl *a! Outbound

I a'fi. tdrio!. illoldate'rr:otl.tfluldlqllLjlr-o"ur.re I.' irnroo '.tp \/e,r rLr'lyJ;Jdua

f i rriru : :r6 r:o rir-n- :rla rriul ria'(utr :Io e oo H n PS ld
t0n:unrr!drr:otunrrirn:rvr.i SSL traflc !fia{0rfi1/ Matware, lntrusions ltac

Data Lea[age Ur.Ju]:t9ln0a H I lP5

nun4L

1
'r1ui'nl 4a_92

fn'
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:o{i!nr)-[do!tioflia l nYuttu! DP] (DPl Maximum Connections) lffkirloan'jr

90,OOO nl5rda!eia

5O0,OOO n i"{ol-rd rrav:otir"' urln ,:t6o s'd1v ci, iu 'f \Ne\a Connecrion Sec; ldtriJoun'j'

- arrr:rlir User Authenticatron frrgruto4aql{nra1ufi"la! n i ni Locat User,

RAD.Us, LDAP u.er w'ndows A(t ve Di.ec tory 
'16"{uod rrlot'

- d^r r:ef^ r rx; rbfuc Ira'r.parFnr Mod^ rfio1{r rurir rqiorj 
'rr6:r1d 

Iqal:-fi
zuan:srufiu:culr t\etwork 16r yiodn'ir

i:vuu Manaqement t!1rU Web GUI (HTIP, HTTPS), Command Line (sSH,

Console) uassvulr lvlonitoring :o.l5el]SNMP v3 tfl uod"t{iou
.t -,- a'r:J'r:ndltd4dor 1" (5y,log) nl[.L!L]l.J logging ! dluLnt)rn1 d,leld^v:'l

sl:raao!t[avirn:rv#da!al6
- a''r:J'r:alir.11r,J;?:.1fi!:s!!:r8i'rl.ruavnrr-!iy'r:iFni:ut]!dxrna'l{ (centralized

Management) ifrrau o lnaau r:nGunqdol6 douvd'.itrl0dtriould' :o iu ua varrr:nuaorzualu

?rlrtt-lun:']d fiuaorhiafifin::lirrru P5, Anti Virus uas Anti spyware :lulrrarrr:n Export

oonrfl u Por lvla'16rfl uodrrrioo

:or:"unr:lir.r'ruru6urerailfnli:Iqaoarroi"fi'! 4 ( Pv4)!rdv 6 ( Pv6) tri
a6ornirudfro. 6iunr-'ir:o.io'r!rmr'i'ruarra rdu CSA Lab Cetilied Firewalt [!6v

ICSA Lab Ceftified Anti-virus

5.2 flrffuai1nr d'a.in-oy1ai n: frirfi oliryfirfi:-nurn.:rui aoofral#ril i;ul ro6orirata.r
- i -I

n)}]}1 )Ylt _'l l1.l1U' f' l6lllFlLLJ] l l6l { lLrU lq ,fllel1 r'!)'J.11 '")pe''.Nlt.lUFurnl.gtt.fiOl#:yUt
. , .g

tn:e,1.1t!n'l1 tLF l!adoft tnuotln)_0J:J6l[uet uruv!Q11 :11 1!y6Lfldu rtLrlu/lL
rtluqdn:niul! Appt ance rrnr:a0nttuutyiolityuryrSfl urnrr !aaqr-uto.1

tniarirulflurowrc

- fi Network lnterface [1]u 1 cbE/1 cbE sfp ::!fru#iyrqi;rurr:lririaun'ir S

Ports

- Fr:J1:n'l#r;n1:[6iad,r1ia,to,r.,rL,o:g 
'u![ru 802.11 azo,/q rra. ld,flu.drr

riaa

- Ar'l]aqunlsinurnlrurl n oon-uorur rer:g m WEP WPA, WPA2. BO2 11i, TK|P,

PSK 02.1x, EAP PEAP, EAP TTLS rtluadrrriau

irl:vfiyBnr]llunr:lir{ruu!u Appltcatton tnspection Throughput trlriolnjt
900 Mbps

arrr:nor:roaoun-lrlnni:.tqlr.i.l (Anti,malware) lfrvil nbound uav Outbound

lra rr, 1dr,,iorr iLlqtdotarr :nflatiuly'lothit'rA,uu'ri ,Jnt -rr'-d rre :r e:t torlrliderr.iay'

dlr.iru :-ufir:or il nr:rl ar ri'uh ialul]:Iorn aa urrps ld'

:o.l:-unrualutr-lh.:n1:: rnt tsf SSL Traffic tfiorlariiu tr,talware. ntrusons ttas

llata I eakaoe lrutllStGtoda H lP\

r,9\\ nfilrn1r



w.l:4.!iun"r:rta!tiayi50!1 ri1.Jrlur.r DPI (DPl Maximum Connectlons)

90,000 nr:rtal'lfia ua!:o.ri!n-1u?uo'rt rt0r]fl a lursra-u 14 (New Connection/Sec)

6.000 nr:ma!fl0

8

lollruSSnt I

lolll1.roun?'t

a'r!r:ori1 user Authenhcahon 6'torudaua{ldnru.t1JrirqrJn:ol Locat User,

qADlUS, I DAP ua! windows Act,ve Dire. tory 16'.i!dd lfiar

6'r!'r:orir.r'lttdnufll! Transparent Mode rfialf.rruriurniarjrur6lli ioalri
aan:vr!n"u:cu! Network rar vEodn'ir

- i:rut Manage-ent uulr Web GUI (HTTP, HTTPS), Command Llne (SSH,

consote) [av:3u! [lonitoring ta.ii!sNMP v3 t{lxadli]iou

d-!11fl n.!talae'r!.1 (sv5log) tLJ.nl [uL Logg ^g rn0.!l.J.-:.nLacFt]u:t
o:roaarrnvirn:rvf{ara1d Iav:ari!I-l:Isrnoa PFtx/Netflow

ar!1:orir.!ru5lLfiiursu1r:1ur1uIasn'r:uSu15n-onl:!!u!alrna'r.i (Centratized

tvtanagement) frdrrauo lquarur:orEunqda4atiaurailtJotjr.:riould:o iu lrasar!r:fltta0nua
.!

l!i!ttuLn:1yl 'yrltdo!tl4donnr:vrr1r lPS, Anti-Virus lras Anti-Spyware i't!vrna1 150 Export

ooru{lu por tvlalfrrilua dr.rrio l
-:arirn-:y'r|urril"r, irir}J:lrn" nrroit1- 4 \ D.4).[dr o (tP.6) lei

- aFsri'[ue{d'oildYlrnr:iu:oiflr!rer:rluarna [d! ICSA Lab Certified Firewat[ ua!

ICSA Lab Certitled Anti-virus

5.3 tlv!:n'l:qr0.tr1nr:norn!lalan:'tnr-rtrnatI$trqa: (Log Fite) [aiM]ulr:1.i't:
-ii'onr:uutr:uflxti icentraI zed Management System) rituirJ Firewalt 1o.r n:ltr:'tutn:u'rltota

-:IoglJlI]Yt lvlrtn't:!a nuuJvo,tu

t!!qunrruApp(rd1, e v)J!r1lr)tuco,rlll.r u) [or rq)n rllol u)vt ur r)tfl r:vc
,uorallto l.uu1.]u!n"t ltlonsto ll ott ardr notfllu'ut,.I1aln1! MD5 y:oSHA 1y:ono't'l

a'ur:nuirr:lhnr:qUn:fliii11J!1er:nt FI|IPS, Cornmand Line nterface mv 55H 16

aut:oirl16! toq frle kinnriar o:rnur:::rtdqrgGird?on'l:o:vlirqrer[au?riu

no!fi r rsloi oriuiiaarirri'rf i' In u lriir r-o.rlrn:1runr:oio16u uag:hrgrarrrr]a oqduro'! tos fte
fitd r',rro',, rriu rlrqr:srurlarnud616nn:ain;iiarnar,fi':rerailrviitrF (,rfl0. 4003.1-2552), Ntsr

5P8oo 53 r{lugi!

AlLi'r:uyr'ln'l5a'r:0n1]0lA (Data Baclup) ltlU ! 0Uf:u nq rf!14!Anl UuAn rtu
tape raiaDvD via External Storaqe iiJuoil ld

6'u.n:nynnr:!:i1l:!nnr:orln';ai rire*all iirirrauo lurio e.r rras o.z kiuu!flr.rd
,t

i ut lqurn?lt]at!t:ogta lllu

Firewall Pollcies

Conliguration Backups

Firmware Updat-.s

CentraIzed Logglng

VPN Confi!uration

Active Device Monltorlng

3 !lunrnl i:1il4r0

irt"',
- -. .t. -/'l 

'r 
u!!i 'tuhl oru
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Frr,l:nai" r1^u : lu1! )U luuri l.l tolucidrtJUn:tu ,irewatl firi rrauu loui
,, J

ntt!a.Itrliooahlu
Data Usage Report

Application ReFrort

Web Activity Report

VPN Usage Report

Virus Repoft

Splv,,are R,.port

Geo lP Report

Up/Down Status Report
-!a'trr't:n451{11uItu{L rldtul tCusrom Bepo.tr ':rl6ra,lr:ncirr:rur 

'uii'orlr.rjF.rr.Jt
rilyt:o.la | (ScnedL,linq Repo't.J laud'yl"olia r iflhifid-!.:ct,r e ma r 1d

i:v!ulinr:ohnr:uull Chanqe Order Manaqement and Workftow rfianrlnlnr:
r!au!|lUar Policies Lr].1 Ll.JF J li,awalL nsq'or[r]5un'riol:)nadu.[clr1,]ry19 itt *oL61):LU
(Admrn) u6o User Group riariro:rirnr:60#r po(icies lyu1oi

::utrriyr: I'qn-:LL 1J:irqLdd rt ri.tua:.t'Fr- rdrl. Horawo, e biidt n ird rer,i1tf

CPU:3 GHz processor seNer duaL core

Memory : 32GB MM

Harddisk : 1TB with RA Dl yiodndl

54 ([d!a:"6r-rio!ioli"rct-ulirodfrflS rAurhertcdlo.l .y.rerrr .icu.dfldrtu:ytr
d * , ! -ja!luatlufl tou!ntuar.]lrodUr :uano !!

- frldarlr:ntrilt password lpipillnlra.r
- :vulfiorallr:n:ol:"lnr:ldrrlatuaJn:nif,oar:U:srnyunyrr r"du Smart phone,

taolet loi.[irad r:6 ].quri 'r rui:lriurrln:nrd rl,Jnl-!Ua.ty iL;!.1
- :vludolarlr:orir.rruiruri'u r rewatt fifl#linr:rirrauolfdl n:lr:- !rf:i.ru1qla

loluua!r'tno

l!6. t{au[?n'l:t'l::r,u
.,u:t'r5Yrllur rt rqaL.l 6r.y'l.l iu o rllrrlufrrl:tr Ju: c 1d F.r.r9:sus")61 rc|!6'tufu I

Jl . ! . , .:,}1rtn:ty:l,!Uln:U't"o 161,t:!ir, ,:e !.u,r1].arury rialiarrilldrO.frot:r: tfrur1-i rr l:rr rru

:rudlarl:viirtl r 6. zsss inaf.triuldtras;il1J"n{!!isr.ri t6'0tdAl-oa::.llrl:slrrul#uH.rrvilil:

u. anlum9,]luun1t

n:lnirrorn:itltntayt*.teirunar.:$acdrunil't'tn iiruru ts anrd

9. :!uYt,)a1

!5!nrn I slarnx r n. 2558 fr{ 30 ,i'1./u101.J .n. 2559 orr] ifrutl.iu :sl.l.1fl .fi 2559

:. rronrn4 a':rrganf /1)

z ulrrur arvo'rnr- d19sr u,.ir ntrln{ :}r------

b
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10. rililiu
uaaaitus!'ta1et1:.rfru.!1 11 1fix !n:;0dl:fl#li n r: rion-oda rvi arirlnl nlior {taua

:rn-rfialsirrf,unr:n:.roaouriasuril"udon'qto.il#oq'hanrnldlrul66orl!n6nralu 
q t-T lulrlud',i usi

fit6ir,,rfuornn:lvitluln:d rulo'rd 1r'8is1,!raitrt lua1561!!rFn rniit6l J r!F 0[uon lL l: lvu i']1:

(Network sLA) lrifioun'ir;ouav 99.5 vrnriudrvln ritaua:rorfiol6uao11#n:,,vti,,8rn:#ure'ra

r itr{lu,i rurutlu'luin: lidbev o tulqldGir#rurylruFiaiu rtette tiuaqril1- i iur 
')r'rrsrrflu

rvqth{a.#rfi o;uYuiirrlrauo:rnrtriaur:mrtn d

1t. udntnrurilunr:fi or:ur
n:r,vivrfl rn:Jturqrafi l r',-rurlotrldtnrud:rnrsl'lao Iqafr or:{urr-"lm:r viaaroqs

unrFnnr:rl:snrq:tnrdrSnr:oind Iqolrifiar:rurdodrltaa6164nrtriacfiqr:flr r'rd rdat:vloti

rarvrr:rtnr:tflra'rdrg rrall#fia'jrnr:froiuta I r,:lvtitlur n--Jrl rorat{lui6osrq {taua:rnroc

t:uniolnl[fiflvlu[o 1 lo

t. r:rarnr 1oinfr

3. lrufi:n{ nnqavs ftk
,.,r',ur,r, -rn,r, sJ
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z
51fl a:riiuon15t,UT1\to:dod0rtu1OJn21!ll2A{t,4.rfl :}JYl:}tU1fl :UT Uln''la
.,""-Jnt!11t'IL'n:t'l ^O1e:.r6r',l'!tli8.1r6]11' U:f ]t)ln:d0dtlJQ1tu6l l'lllt:'lalr rll)sll1fl

#uuriiud t qarnl zssS filiufi 30 nluuiur 2559lerui:ruavtduof''r:ttr:it:6oa'qqrnrurErqr d'sd

.:ruac16uario:Surnoirin rro:a'orurrunrrrriralr#uvr.:ra'nuardh:orrilu?u 18 x{nr

616U
601Uvnt 6111]l:?

Mbps
lnterface

9ull1.! UaT U i{

1 n5:llt:},tu1n:u1u10la )!n5dddnrnrlfuAut0a:tuo lil[v1]:f t:l 120140 Mbps Fast Ethernet

2 n:!115l'tu'1fl 5u'tu'lola rrr:6o#rgixrru6rrnaiuisr (iir:o.i) 120140 Mbps Fast Ethernet

3 n:!Yl:ltu1n:u1u'ln"la
rrr:6od'rgrprrunrrrlrirqr ucLs
({tfiuinr:) 280 Mbps Fast Ethernet

4 n:!fl:1Iutn5!1u1014
r.ro:daa'rgryrunrurirar tleLs
(ii,:o.r)

280 Mbps Fast Ethernet

5 n:!11: U'1fl:U'111',]0',]4
ornr: 5 fl :!flinurn:riturqra
(flisi'urvn)

20 Mbps Fast Ethernet

6 fl 5}]vl:f iu'ln:u'lu1q1a
rilinvinarnr'rirrroraner 1 6ir r.!

(eiruurnrdr.i'lvri)
20 Mbps Fast Ethernel

7 n:!'r:'fl uln:!'t!'t9t'lA drdnrivrarn:Jruorarto 1 a'11r.: 20 Mbps Fast Ethernet

8 n::Jlt5ratn;!1u1014
f,1a1!nr5 er1n5u11llota[1to 2 a11i:tul]: 20 Mbps Fast Ethernet

9 n: 11:11U',tttu'tu"ln'la a'rdnvinarn:rirrrnratfl n 3 a:sLi 20 Mbps Fast Ethernet

10 ntLr'11:1,1u'1fl 5u'tu10'ta ;irn'nvinarnr-#rrnra ttn 4 toutril.l 20 Mbps Fast Ethernet

11 n:!11:1lU',tfl :U1U',lO1a
drinvifl !rnr-dr!rnrarrq 5

rn::rtf,rr
20 Mbps Fast Ethernet

t2 n:!yl:11U',tn:1]',]r.r'rqla 6',1ufl vl:vtulf 5u'lulfl 'latt9111 6 9l:.i 20 Mbps Fast Ethernet

IJ n:,]11:11Aln:U',t1l',tO1A

i --
a tultYtilf|It51.]tutotattgtvt /

n 1ttl1.t tli1J:
20 Mbps Fast Ethernet

14 n5:.rx:11u't n5l,J't 1r I ftl a dtunl1511fl tn5ul1itotatlro u il1,1ti 20 Mbps Fast Ethernet

15 Il:!Yt511Ut n:U',1111014 ;iru"nn:"vrurn:rirrrnralto 9 rsua.l 20 Mbps Fast Ethernet

16 n:]t1,1:1lu'ln:1,]'1u10'ra a'r!"nrirur n:dr!rora!tor 1 0 aor-o'li 20 Mbps Fast Ethernet

t1 n:!'|1:11U1n:U'l1l'ln ta
drfinviuarn:dr!rqrarrF t1

a!ai1tn'ru
20 Mbps Fast Ethernet
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